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A trusted, assured, and protected ecosystem for
advanced technology



IBM: 30 Years of Technology Leadership

NanoSheet
Transistor

Within IBM Research

Production \|, Scaled FinFET w. EUV
FinFET & 3" Gen. HiK

Technology by IBM, 2nd Gen. HiK

Produced by Partners High-K gate & dielectric on SOI

eDRAM, Immersion lithography & Ultra Low-k BEOL insulators
Advanced Strained Silicon

Low-k dielectrics + DSL

2"d Gen. H/S PDSOI

H/S Silicon-on-Insulator
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Fifteen Years of Analyzing and Mitigating Risks

IBM Aligned with Emerging DoD Requirements

-~ Advanced Technologies

------ X

1. Developed the original security protocols for
Trusted Foundry accreditation

Augment Trusted capabilities by creating new models to accredit commercial facilities
to enable supplier diversification in Design, Mask and Fab (fully-enabled 14nm flow)

2 : P M O : Defl n ed th esu p pO rt an d o pe rat lon al « Accredited Classified « Maintain accredited + Maintain Trusted access || « Maintain Trusted and
needs Of ‘the Sys‘tems th rough the prod uC‘t ASIC Design Centers Trusted Mask to current range of Classified Test and
. (Burlington, WMA) capabilities technologies in Packaging services
llfecyc I'e » Server Infrastructure, « Diversify Mask supply AR 195 (including Bromont)
EDA tools, Design Kits chain with additional + Build security model « Enhance support
to the 14nm node US-based providers for Trusted access to production volume
3. Information Assurance: systems architecture -Seats 30engineers, | « Enablenew models for || oo e e0e L4nm - requirements

and infrastructure, integration plans with
commercial systems

distributed Design
Center model

« Ready to host Secure

Design methods and IP

supplier qualification
and security overlay

« Hybrid Process flow -

new logistics and data
controls

« Diversify tester

platforms and service
providers, support
widest range of

sensitive programs

« 2.5/3D Multi-chip
module Packaging and
Assembly

+ Automation and
embedded security
protocols augment
commercial controls

4. Manufacturing Assurance: Development of
CLASS manufacturing processes

Distributed Design Center Model
Advanced Technology Trusted Mask Flow
Accredited 14nm Foundry Test & Packaging

Benefits:

5. Secure Facilities, Secure Network capabilities

6. Targeted risk-based framework for
assessment of ongoing operations and growth
of capabilities

5) Monitoring and
Governance

1) Assessment

socsa - | -Processes
+NIST controls and CUI
“ITAR

-~ NSP

4) Effectiveness
+Controls 2) Implementation

~Compliance . "
«Verification ﬂz\ézllon Security

+Mitigations

3) Change
Control
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Perspective & POV

Evolving Threat Landscape
Sample Event - Business Data Leaks

= Major DIB manufacturers had recent major data
exposure which leaked trade secrets, IP libraries,
factory layouts, blueprints, automation methods,
robotic specs

Sample Event - Digital Connections & IoT

» Engineering service provider was breached,
leaking all NDAs, describing details of sensitive
work engagements with 100 companies, including
SPI

Sample Event - National Attacks

= A Chinese state-owned company and a Taiwanese
company were charged with conspiring to steal
trade secrets from a U.S. chipmaker

Framing the Problem

Zero Trust can open a broader range of technology
offerings

However, risk acceptance and mitigation strategies
need to be properly measured against probability
and consequence

Defining risk for microelectronics fabrication will
ultimately be determined by national security
imperatives

Extreme

« High Risk — Extreme level of expected
impact on the thing of value

« Significant Risk — Unacceptable level of
expected impact on the thing of value

Major

* Moderate Risk — Maximum acceptable
level of expected impact on the thing
of value

Consequence

Moderate

* Low Risk — Little or no expected impact
on the thing of value

Minor

Highly Improbable Probable Very
Unlikely Likely

Probability
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Improving IP Protection and Integrity in “Zero Trust” FAB

IP Protection

Design Obfuscation/
Camouflage

Making it harder to reverse engineer |P

- Commercial Foundry -

FINDS (Fabrication Using Inline Data for Security)

FINDS IP for in-line
data collection

IP Integrity
Collect and analyze in-line data to i o
improve tamper detection K‘ngT;iE:ta Wafer verifications
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= Metrics and data for fabrication assurance decision making can be developed

= Increased traceability and provenance will enable automated model with
significantly reduced risk

= Data driven assurance will improve confidence

= Integrated policy and standards are needed
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